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1. Process management

. Operating System Overview

D 00w WL W N

. Accounti ng

OPERATING SYSTEM
COMPLETE NOTES

- |

An operating system (0s) is system |
software that acts as an interface |
between the user and the compute :
hardware .

It manages all the resources of a ="
_:nrnpute.r and F'I"D'.Fl-d.ﬂ'.‘i services to
the users and application programs.

Functions of Gpera.h‘na Sﬁsi'ern

Mﬁmm-ﬂ mmgememf

File management

Device management .
Secuﬁ’rﬂ and protection -
User interface

Error detection

Resource allocation




o 359 :Edpf.'& of Dpernﬁng SHEiEmE - _:

1. Batch DFﬂmHnH SHE‘I'EI'T:
2, Hul‘l‘ipmﬂrﬁmminﬂ Dper-:l.ﬂnﬂ $t|$iEm
. 3. Time Shm'inﬂ Ope.rn.ffnﬁ Sﬂsfem
4, Real Time .Dperu.l::'nﬂ System ]
. 5. Distributed Operati ng SH:‘.h!m !
. 6. Network G?emﬁna Sﬁsiem
. 1. Embedded Gp-emﬁng SHs{'Em

L3 Goals of Operating System _Jﬂ

* Convenience - wmokes the .SH.stem easy y
. to use. — =

* Efficiency - uses system resources in
. an efficient manner.

.. qu:u'ln't:.j to evolve = 0S should be
constructed in such a way that allows
effective development, testing and
introduction of new system functions
without r‘niEr{e.rrng with service.

_* Resource 'mt:maﬂemenf - allocate
resources {u.irltf among  users.




_ 14 g5 Structure —=_

1t ﬂFﬂfﬂ.ﬁnB sﬂsfem can be c-‘r'aﬂnfgtd in
— L different ways.

L. Simple Structure

I — All 65 functions are written as one

| la.rﬁa program.
.= Not_ meodular.

= ' maa

- Application Pragmms —

: Ope'm.ﬁ ng 5“::[511:“1
I L ( Monolithic)

ral LmH:.I_e_d Structure
.= 0S is divided into a number of laHers
(levels).
.= Each In.Har uses services of the lower
i lmder.

I Layer n (User I“mif?"ﬂ '*':! Higher
| Layer n-I 1

quljeir_ l W

! Hardware ] Lower




10. Control n:.rar sﬂsi‘em Pe.rfnrmnnce.

LS 05 Services

An 0S5 Prnvides the fnliuminﬁ services
to users and programs :

L.

F“mﬂmm Execution = The 05 loads a
program into memaory and executes it.

. 1/0 Operations - It provides a uniform

interface to access /0 devices.

. File Eﬁﬁtam I""Innipu!aﬁan - It allows

users to create, delete, read, write
and mndifﬂ files.

. Communications - It provides mechanism

for inter-process communication.

. Error Detection - It detects and responds

to errors.

Resource Allocation - It allocates resources
among m:..-Jtu'!:lie. users and programs.

®
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e QS as an Extended Machine

" The ©OS hides the cumpluHH nf hardware
_and provides an abstract machine that
_is easier to wuse.

S togdme: Systers

_The 0S acts as an :'niermr.dl'n.rﬂ between
. the user fapplication and the hardware.

| % 5| Application 5| Operating
_ User

Mote .
Without 0S, the wuser must interact
dire_cl'iﬁ with hardware which is

_difficult and inefficient.

®
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1 Q.ﬁ,_B_qgh‘_gg Process

. When a computer is switched ON, the
| fallawinﬂ steps occur:

1. Power is supplied to the system. =

2. Firmware (BIOS/UEFI) runs a Power On
Self Test (POST).

3. 1t locates the boot loader in storage
device.

4. Boot loader loads the npemﬁng

stl-s{'em kernel into memory .

5. Kernel initializes system resources.

6. Finally, 0S is ready and user can
start mrkfnﬁ.

Fower ON _—-.{EIﬂSfUEFI 5| Boot

=l —al

ﬂpe:ﬂ:lllftns Sj-si'm
(Ready)

M
&
3
o

®



L8 Jystem Calls

SHsttm calls provide an interface between a
running program and the operating system.

"I'hrn-uﬂh .ﬁuﬁhm calls, a program can request
services from the OS.

|
2. File maﬂmuni
3. Device magmnmt

4. Information maintenance
5. Communication
6. Protection

Emal:_g{ ﬁgair.m_ﬂﬂﬂi

* create() create a new process
o exit() -  terminate o process.
* open() - open a file
e read() - vead data from a file
e write() = write data inte a file
* joctl() - control device
¢ fork() - create a child process




LY 05 Components
An operating system consists of the fallﬂuﬁns

. main cu-rnannnis .

* Process Ij.gngﬂmi - Creates, schedules,

and terminates processes.

Memory Management - Keeps track of

memory  usage and allocates /deallocates

memory .

* File Management - Organizes files and
directories on_storage devices.

* 1/O Manogement - Controls 1/0 devices
and their operations.

* Protection System - Ensures protection
and security of data and resources.

* Command Interpreter - Interprets and

executes user commands.

]

Process I"I-u'mrsj File
Hmﬂﬁuﬂt.nt Hunnsﬂnen‘l' Mmuaunmt
Dpcmtinﬁ Sﬂs{'un
1/0 Protection Command
Management System Interpreter




| LI0 Types of OS

i Gpemiina sHs’ttms can be classified on the
. basis o{ their fmcl:iqrmliiﬂ and usage

| 1. Baich_Qperating._ System

e Jobs hr.wing similor needs ore batched
together and executed.

e It doesn’'t interact with the wser
directly.

* Example - IBM 05/360

iﬂ.&lt.gmgmmm_gg Operating System
Several programs are kept in memory

at the same time.

* CPU switches among the programs,
improving CPU  utilization.

. Exm‘nplt - UNIX

3. M@ﬁm 2ystem
* Multiple users can oaccess the system
5mﬂul.tmmsl:j.
e CPU time is divided into small time
slots .

. Exmnplr. - UNIX, Windows, Linux
Y




Types of 0OS (Contd)
4. Real Time gf_g'ru.iina Sgshr‘ﬂ

* Provides quick response within a strict
time limit,

» Used in systems where time is critical.

. Exumplu = VUsldorks, QNX

- Qstnbut:_d Operating  Sysfem
Hm'mﬂt.s o group of independent
computers and makes them appear

as a sinﬁlt. 555te.m.
* Resources are shared among

rnulﬁpl: 53.5*:“15.
. Exa.mF-Ee. - Amoceba, Plan 9

Eﬂ.ﬁm&_ﬂa’gﬂh_ngégé_m

Allows s'rmr-.ns oF f les, F'I'Ihh'.‘l"!i and
other resources over a network.
* Provides services to users connected

over the network.

* Example - Wlindows Server, Novell Netllare




112 QS Working

- The mrkinﬂ of an OS can be explained as
. follows.,

Pr?ﬂmﬁ Stdsi!.m

f Euut .Fll:flimtim Call Dpemtinﬁ
User

Hardware

Steps

. User requests a service thmsh application
program.

4. HFFHmﬁnn program makes a system call
te the O05.

3. 05 communicates with hardware.

4  Hardware F-:rfn-rms the task and retuwrns
the result.

S. 05 vetuns the result to the application
and then to the wser.

@
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 LI3 User Mode vs Kemel Mode

A CPU bhas twe modes of operation .

L!s:r_ Mode

Kernel Mode

I. Limited access to
sﬂst:m TESOUTCES .

2. Can't execute
privileged instructions .

3. Used bﬂ application
programs .

4. Errors in user mode
do not affect the
entire sﬂstu‘n.

. Full access te all

555&“1 TESOUTCES .

2. Coan  execute all

instructions .

3. Used bld ui:rm‘n‘lina

SHsh.m :

4. Ervors in kemel mode

can crash the

entire sﬁsiem .

Mode transition :

When a sﬂstern call or inie.rrupt OLCUTS ,
. the CPU switches from user mode to kemnel

~ mode to execute OS5 services. After completion,

it switches boack to

LLSEY

@

mode .




2. PROCESS CONCEFT

A process is o program in execution.
It is an active t.ntfdﬂ with a program
counter, rtﬂ,ia'mr set, stack, data section

and other resources.

3.1 Process

* A program is a passive collection of
instructions stored on disk.

* When a program i5 loaded into memory
and executed, it becomes a process.

* Each process Eeta CPU time, memory,

I/O resources etc.

* Hulfi!:-lt processes may exist in the

sy stem .sinmli'a.muu:.lg .

Ex-n.rnplﬂ ;

When we open a browser, the program
(passivt} becomes o process (active) and

starts u.sin3 CPU and memory.

@




3.2 Process States

A process c.hnnae.i its state duﬁn& its
liftiimt- The five basic stotes are:

Terminate

E:F[u.ml:ian -

o New . Process is b-eing created .

Rmd,y : In memory, unitinﬁ for CPU.
Running : Currently executing on CPU.

Waiting I.-..In.iiina for an event or 1/0.
Terminate : Process has {inished execution.

©)




. 33 Process Control Block (PCB)

. PCB is a data structure maintained bﬁ 0Ss
. for every process. It stores all information

ua.bﬁutnp-uess.

Process Control Block

Process ID (PID)
Process State

ampry Mesogement Informelion
L ﬂc-r,auni_m& infnmmiiion__ BN

I/0 Status In{’nnmiiﬁ'}
Priuri‘l:u
Pointers (Parent, Child, Next PCB)

Kﬂmﬁu&midm{iiuwdofnm.
When o process r.l-.qnacs state, its PCB is

updated wﬂmgla
©)




34 KB o Memory

All PCBs are Iur.P't in the OS5 kemel orea.
The OS maintains a PCB toble or linked
list of PCBs.

PCB Table —> PCB | —>I Process |
PCB 1
—————1—M KB 2 |—3{ Pocess?
__PCB 2
— PCB 3 |—>{ Process 3
PCB 3
'H:B n h——_4 H:Bn _%‘PMEH
Benefits

'Dﬁcmtnﬁiﬂﬁndmﬂmuﬁtnﬁm.
* Helps durinﬂ context switchinﬂ,.

. [(ups track of process information.




3.5 Context Swilching

When CPU  switches from one process to
another, the state of the current process
is soved and the state of next process is
restored. This is called context swifthinﬁ.

Process P,
{Rummgj
. Save state of P :‘ Context E
i Switch i
—
e |
. Update FCB of P H

Context .smi’:ching takes time

P\’Dl:t-'S-S F..

3. Load state of P

L

4, Update PCB of P

and CPU Cﬂtli'_‘i-

So, excessive context s-mil:c.hing reduces

sﬂsh.m Fcr{'m'nmnu .

@)




3.6 CPU_ Scheduling (Basic Idec)

. When mulﬁFlc processes are in mn.dﬂ
.im,ﬂﬁxhaduhrsthchmupms

and aollocates CPU to it.

{]h‘je.::iivaﬁ u-f CPU S-d"ll!‘.duiil'lﬁ.

L. High CPU  utilization

. 2. High throughput

! 3. Low wn.i‘.'ina time
4 Low turnaround time

5. Fairness

! Rm.dﬂ Queue contains all processes that
__are in deﬂ state.

Ready Queue

f P

Ps

Pu

—>

Scheduler F-id-t.s one process from the

queue and msisns CPU.

CPU



4.0 Scheduling Criteria

The CPU scheduling algorithm is evaluated

based on the following criteria :

I. CPU Utilization - Keep CPU hll.l&tl, 100%
o e ol .

2. Throughput - Number of processs

{MFlﬂldFt'Ml!h’hﬂ
3. Turnarcund Time - Hﬂlﬁrnr.fmrn

e

4. Waiting Time - Total time a process
spends  in rnnd.3 quese.

5. Response Time - Time {from submission
till {mt responae

6. Fairness - Make sure each process
gets foir share.

1k Frimitﬁ = Higher priority processes
should be exeauted first.

£

l"in-idwd.uhnﬁ ﬂlao-nihm is  perfect.
A 3¢o-d. ﬂ]ﬁuriﬂ'm balances  all




4.2 THP“ of S-Ll'm:luima

Mn&mhofthtfnﬂnuﬁnsiﬁpu:

1. |'~.Inn~im-aﬂptiu dedul'.inﬂ

2. Preemptive Scheduling

L. Non- preemptive Ed-ndulins .

Once the CPU is allocated to o process,
it cannot be tioken auiay until the process
completes its CPU burst or blocks for 1/0.

2. Preemplive Eﬁht.nluiinaz

Mﬂmcmbttnkmfmmnrunninﬁ
meaﬁmdﬁimhmthwpmcm

bosed on some criteria.

Non - preemptive Preemptive
CPU not token from CPU can be taken
process until it from process.
releases CPU.
Sirn?h. to implement. Complex to implement.
Less overhead. More overhead.




4.3 S-nhl:dulinﬂ Blgm&ms

Some commen C(PU sd'mdulm& dﬂonﬂ'u'ﬂs are .
I. First Come First Serve (FCFS)

2. Shortest Job First (SIF)

3 Frinﬁi:._j Scheduling

4. Round Robin (RR)

5. Multilevel GQueue Scheduling

6. Multilevel Feedback Gueue S-nhed.ulin&

4,31 FEirst Come First Serve (FCFS)

The process  that requests CPU first is allocated
CPU first. It is based on FIFO queue.

It is a mn-FrurnPﬂw alam'ithm.

Example :
Process Arrival Time Burst Time
P (0] - 5
P | 3
F3 2 8
Py 3 6
Gantt Chart :
P Fi P3 Py
0 o [ 22




432 Shortest Job First (SJF)

The process with the smallest CPU burst time
is selected next.

It can be non-preemptive or preemptive

( Shortest Remaining Time First).

Here we consider non-preemptive SIF.

Using the same example :
| Process | Arrivel Time | Burst Time
=l 0 3
Pa 1 3
el E -
P 3 b

Order of execution: P — P2 — P4 — P3

Gantt Chart :

Py Pa Py P3




4.3.3 Priority Scheduling

Each process is assigned a priority.

Process with highest priority is executed first.
(Smaller rumber = Higher Fr{uriiﬂ}

It can be preemptive or non-preemptive.

Example :

Process Arrival Time Burst Time anl:’
Py 0 7 2
Fa | ) l
P3 2 I 3
P4 3 4 2

Execution Order : PP — F2 — P4 — P3

Gantt Chart :

P Pe Py Fu

Ps

16




434 Round Robkin (RR)

Each process is given a small time wnit
colled Time Quantum (TQ).

If o process does not {inish in TQ, it is
preempted ond added to the end of queue.

Ennmph:: Time Quantum = 3

Process Arrival Time Burst Time
Py (4] 5
i 1 b
P3 2 2
Gantt Chart :
P Pa P3 n 4 R | R
(4] 3 [ B i 2 12 1%

Round Robin is wi-:lel-d used in  time
simrinﬂ, sasi:ms,




2. CONTEXT SWITCHING (Contd.)

Context sl.-.n-'rid-dnﬂ is essential fur rrw.li‘itnsk:'r-a-
It allows the 05 to switch the CPU frum
one process to another.

Steps in Context Suwitching

I. Save the state of current process in FCB.

2. Update PCB state to Waiting/Ready.

3. Select another process from ready  queue.

4. Load state of selected process from its PCB.
5. Update PCB state to Runrlinﬁ-

(Roneng) (Ready)
| (Runing)_{ :
] s S Y
gt [ SR R
1% i . i
sp 4 i
{ t
= —=H — :
e




2 THREADS

A thread is a basic wunit af CPU  utilization
within a process.
* All threads of a process share the same

code, data, and resources.
* Threads have their own program counter,

rtﬂi:l':r set and stack.

TﬂptsoFTI-nmnds
L User level Threads
*Hmmsqdhﬂuﬂrlwnlihrmd libme.

'Eﬁi-:iu‘nihﬁmnitmﬂnmaa:.
E.Hmr:ll.ﬂtlThrudﬁ

Hﬂ.ﬁﬂ:ﬁl_&ﬂ'ﬂhﬁﬂSkﬂﬂﬂ
mﬂwm.:llmifm:mwrtm:u

e (e Level | Threoda | Kernel Lovel Threadis
Managed By | User Librarg 0S Kernel
Creation) Toe Less More
Conbesk Sturdch Fasti Slow

Parallelism No Yes

Blocking Affects entire | Does mot affect

process other threods




2.2 MULTIPROCESSING

Hulﬂprmssirﬁ stl;s!w have more than one CPU.
CH.lhmnheof‘tmtﬂFu:

1. R:ﬂmm:hi: Huliipm:n;sinﬂ (AMP)
* (Une processor acls as master and others

as slaves.
'Hnslu*sdw:l-.dum}d.nssiammk,

# 5 SHﬂwmhir. Hultipmmin& (SMP)

« All rocessors are u:lunls.

* Each processor can schedule and execute
processes.

AMP Sﬂﬂm
Master
CPU Slave | Slave
CPU CPU
SHMP Sﬂstem
CPU 1 CPU 2 CPU 3
Shared l‘hnw&




23 EROCESS  COMMUNICATION

Frucess:unutlrmdinmmimhmmd

Two models of 1IPC (Inter Process Communication):

I. Shared rk'“"".j
'ﬁnﬁimnfnwais;hnrdm\ﬁ
F‘ﬂﬂm.
* Processes can read/write to this region.

* Faster but needs anchmim!im-

2, Message F‘nss?na
* Processes communicate by Hndinﬂ and
Tuti-.rins messages.
* Uses send() and receive() operations.
* Slower but easier to iml:vla-rmt.

send() ve )
Process Hﬂﬂlﬂt receive Process

Pi Ctut_u.l PL




24 PROCESS SYNCHRONIZATION

When multiple processes access shared data
{.n-r'r:urrtnﬂﬂ, data, incmsisfm:-_j may  occur.
Sﬁmh'rnnizniim is used to coordinate processes
and maintain  data mnsistmrﬂ.

Critical Seclion

Section of code where shared resources are
accessed.

ﬂnlﬂ one process should be in critical section

at a time.

Requirements for critical section solution

I Mutual Exclusion -~ Only one process in CS.

2. Pruﬁuss - If mo process is in (S, selection
cannot be postponed indefinietly.

3. Bounded 'hh.i‘!inﬂ = A limit should exist on
how many times other processes are allowed
to enter (S after a process has requested.




S5  SEMAPHORE

.H;ﬂ:ﬂ#ﬂ:isminhﬁwvm'inﬂtusﬁdh

control access to shared resources.

Tmfﬁrﬁofsmﬁm
Lﬂinm'ﬂﬁenu?harl[‘.ﬂafl}

* Also called rmutex lock.
* Used {ur mutual exclusion.
* 0 = resource busH. | = resource {ree.

2. Cmu.nl:n& Sﬁmﬁmﬂ. (0 to n)
* Used to control access to multiple instances

O{EW.

* Value indicates number n-f available instances.

semaghore Operations
Operation Hennnﬂ
wait() / PO (decrement) If value > 0, decrement

else block.

sisnnl.(” V() (increment) | Increment the wvalue and
wake up l.-.'m:iiirlaI process.

)




6. PROCESS CREATION AND TERMINATION

bl Process Crealion
hlmampuwushnﬂad,th:ﬂﬂpu{m
* Assign a unique process ID.

¢ Allocate memory fm‘ the process.
s Initialize the PFCB.

t&tufﬁmmmwaumrm.
'Hnuihwpmuin!htnndﬁqm.

6.2 Process Terminalien

A process terminates when :

« It finishes  execution nbt'maﬂg

* It encounters an error.

It is oborted b3 another process.
o It is terminated ba the 0OS5.

steps _in  process termination
'Rthmnﬂmwmh&dbaihtpfm.

* Deallocate memory.
e Remove PCB -me the sﬂstun_

* Wake up -Fumnl' process if wa.iﬁna.

GD




6.3 Process Tree

Processes are often arranged in o tree structure.
A process can create child processes, which in
tum can create their own children.

Fo (Parent)
\
L \

P1 P2

_\3,
3
A

F1

P4 Ps Pé

Fﬂisthtpmmiofﬁ,hnndﬁ.
Plislthnrmiufﬁtnndfﬁmdmm.

&4 Orphon and Zombie Frocess

* Orphan Frocess :
A child process whose parent has terminated
before it

¢ Zombie Process :
A process that has completed execution but whose
parent has not collected its exit status.

G2




6.5 Ioter Process Communication (IPC)
Iﬁnﬂmﬁpnmmh:mmimhunds:jmhmﬁu
their actions.

Phﬂwudsn-flﬁfz

I. Shared Memory
2. Message Fassins
3. Pipes

4. Signals
5. Sockets

Cmpn:ﬁm._.nf_mc_ﬂdhda :

Method Speed | Synchronization Use Case

Shared Momony | High Required | Large dala exchange

P;pu Medium Betuseen related processes

Sockets Medium Between systems

e e
e
Signals High | MNot required |Event nolification
Required
©




bk Pipes
Hpi?e is o wunidirectional communication channel
“mialhundninhbtpn&dfmmrrm
to another.

THP“ of ﬁpﬁ-
1. Hrm'ﬂm Pire

© Used between related processes.
2. Named Pipe (FIFO)
Used between wunrelated processes.

E‘mnﬂ:nfppthﬂmnimm

Process A | Livitel) Read() | Process B
(Wriker) | _EPIPER (Reader)

Data flows in only one direction.

. Simpk to implement.
* Efficient for small dala transfer.
Disadvantages

* Limited to Fnrml-d'u'u processes [wwms fnlu:]
* Unidirectional.

)




Sismismmdiumtifgnrmmnhmﬂh

mmofmeuml.

Common  Signals
Signal Rurpose
SIGINT Intermupt from keyboard (Ctrl + C)
SIGTERM Termination request
SIGKILL Kill snsral (cannat be mnﬂhl}
SIGSTOP ttop the process
SIGCONT Continue the slopped process
Signal Handling Steps :
l. Signal is generaled.

l%mlﬁdthwmd to Eh:lnrnﬁm.
3. Signal is handled (defoult or user defined).

Nete

5isml! provide o simple way of communication
hdhmDSmndnpmcus,

©)




'Hpm-:u:sisn?msraminﬂmuiim_

* Processes go through different states.

mﬁﬂmdi\fmﬂimm&nm.

CPU scheduling selects o process for execution.

IPC ollows processes to communicate.

* Proper management of processes improves
Sigthem < e crmants.

Remember
Efficient process ma.gt.mmt is the
kcﬁ to o anod oP:rniins sus’tr.m.




1. DEADLOCK

ﬁdmdh:khnﬁhnhm»ﬁmtn:dofpmm
mbhhdfuw*mdumhnﬂfu'nm
held by another process in the set.

11 Necessary Conditions for Deedlock

The four necessary conditions  (Loffman conditions)
for deadlock are :

. Mutual Exclusion - At least one resource
rmust be non-shareable.
2. Hold and Wit - A process holdrnﬂ al least

one recount it u-mtma to  acquire additional
ﬂmﬁdhsﬂﬂmrpfmum.

J.Huﬁ'wipﬁon -Rumr:umlhtfwcihlu
token; they must be released volurdarly.
4. Ciredor Wit -ﬂula-fun.‘n’t'-nsprmm

(P, B, ...P.} exists such that P, is
mﬂ.ﬁ'\ﬂ for a resource held b:." B Pis
un.i’tina for a reseurce held b:'.l F.t, ., Gnd
P is hlmtﬂ’lﬂ Fu'r a resource held |:|t| Pe.




12 Resource fllocation Gragh (RAG)
Rﬂﬁundimdtiﬂruphuud.hdtwihiht
stote of resource allocation.

*  Circle =+ Process
‘M*Rﬁmtwt
'thwidscfﬁ—"ﬂl}ﬁumqudhnﬂ

. Hlsiarmtdat(&—*ﬂ]:ﬂnim’twuu{
P, is allcated to F.

Example

request Requsaat

& ;

if the graph contains a cycle, then a deadlock
exists (for single instance of each resource).




'ﬂmmfmufprmhuhhmdltdm:ﬂuk:

I. Deadlock Prevention

Enmihln!hﬂmofﬂﬂfmmmm'u
2. Deadlock FAvoidance

Allocate resources only if the system remains in
a saofe stale.
3.%%&%&3

Allow deadlocks to occur, then detect them and
m;fﬂﬂﬂ'ﬂfﬂ.

'Llﬂmrttlul’mhlm
Un:lul'mdmdh{hmmr::mdhmtor

Prwﬂamuhah

% Deadlock prevention and avoidance
are done before deadlock occurs,

while d.:l:t:-timnndmwam
dnrmnft:ritm.




= e

= .

©

14 Deadlock Prevention (Breaking o Condition)

hhmpwtdhﬂukbﬁmaﬁnﬂntluﬁ

_Cnnd.i_‘l_im& Hﬂw‘luﬁwc:l:

Mutual Excusion Moke resources sharable

Hold and Wit Rr.qtmp‘ucﬂd.tnrqn.ﬁl
all resources ab once.

Hu-?murpl-m |fnpmu5'mldi‘3m
h:ldm.__r

Circular  Wait Impose o fotal ordering on
miﬁrﬂm\duquirt.
Frncuu;hwulhmdﬁ.

Limitation

Pwﬂmmuhﬁdhhwrwuuﬂﬂmﬂm




15 Deadlock Bvoidance

Deadlock avoidance ensures thot the system
never enters an  unsafe  state.

The most  well-known algorithm for single instance
per resource inr. is Banker's Hlﬁnriﬂ'nm.

Safe State :

A state is safe if there edsts a sequence of
processes <P, P, ..., P> such that each process
can obtain its maximum required resources.

Banker's Algorithm (Steps) :

l. Check if Request. € Need..

2. Check if Request. € Puailable.

3. Pretend to allocate resources to P and update
Available and Need.

H.Ifﬂuaﬂstuﬁﬂinmﬁﬂnh,gwiﬂumt;

otherwise, P must wait.

D,




©)

L&l Delection

Hunudandlmkhm,thmddﬂtitmins
algorithms  Like :

¢ Lait-for Gr\:l?h (for sinﬂle instance  resources)
* Detection Algorithm (for multiple instances)

162 Recovery
f.}-udmdio:ki:dttuld.mrbﬁ:

* Process Termination = Hbort one or more

minimize cost and ensure faimess,




,__
} 2. MEMORY MAMAGEMENT
f"i-r.mrﬂ nwns:rnm’t kug_:s track of wrhich
Po.r’zsofmnmrﬂ are b-e-na usad.-:md.bﬂ
whem. It ollocates and deallocates memory

as per mq;u:.remi.

a.1 Laﬁlc.dl VS Phﬂ,iiml. Address  Space
. LOSI.C.dl Address : Generated bﬂ CPU.
. Fha:i.ml. Address : Hﬂ’:MU:j present in  main

e e T
il e /o e, L
(MMU)

82 Memary Allocation
Types

. lei&ums Allocation

. Mr:m—:.m’:iﬂ-unus Allocation

= Faging

= Starne:ﬂ‘ltniiﬂﬁ

()




| B2l Contiguous  Allocation
L In ﬂnn’tiﬂum allocation, each process s allocated
| a sinst«: continuous  block af memory.
Hdmnhﬁes :
. ElmPLL' to 'lrnFlt.rn-Eni
e Less overhead
ﬁi.sndmnfaﬁﬂs :
+ External fr‘ﬂ.ammtniim

. Diffi:ul'.‘. to allocate memory o a process
if a Im—st canﬂﬂ,w:ru.s block s not awvailable.

8.2.2 Nm-:m’t-'n.ﬂu.nu.s Allocation

A process is oallocated memory  in MHmﬁam

blocks.

L. Pnﬂina :

* Memory is divided inte fixed size blocks

s Process is divided into same size blocks
called pages.

*Fﬂﬂesofapmsmbepla.udiﬁmu

'Fl'ﬂ -fmrﬂes.

?ﬂﬂt o Frame O
_Hﬁsi 7 Frame |
P"ﬂ‘ 2 Frame 2
~ Pagen | Fame
Legical Address Space - AL e TR




; 2. 5c3mr.niﬂ.hm :
* A process is divided into wvarioble size segments
based on h-aiml units [e.ﬂ., code, data, stack)
* Eoch segment has o base and limit.

Seﬂmen’t Table Format :

Seﬁmmt No. Base Limit
0 bo I,
1 b, |5
2 ba 15
L] I:h-. in

MMU is o hardware device that maps

logical address to phuii-:.nl address
and provides memory protection.

faen




8.3 Page Table

Inmin&,nﬁ:iﬁhisuﬂdhwm

. of all pages of o process.
Each m’crﬂ n page toble contains the
number where the page is located.

E:mple.

frame

Page MNo Frame MNo.
0 5
| 2
2 9
ST I
n m

84 Address Translation in Paging
ical
Em_’lp“ﬂ”‘“’{*} Offset (d)

Page
Table

!

Frame No. Offset (d)




- . @-Il.} "rmgen s ey

- llhen a page fnu.l’t. ocours and no frnn'rt. is fm,
. 05 must r:flau one n-f the uisl'.ina pages.

. Common Algorithms :

I. FIFO (First In First Out)
Optimal
LRU (Least Recently Used)
LFU (Least Frequently Used)

R il

, E_mmple.-_ FIFO (Pna-r, Reft.rr.m.t Strinﬂ,]
_ Refm Sh'ina: i o, 2 o e ST o g o o R ol SRl ol o R |




8.6 Thrashing
_[fnpﬁmidntsmihnuamﬁhfm:. it il
suffer o lot of page foults. This leads o thrashing.
« (PU ubilizotion decrenses.

 System performance degrades.

=N

Ihmshu.ng :
A condition where the sﬂsl:tm SFﬂd.‘l most
of the time in paging activity and very

Little in :.xe.c.u’ﬁnﬂ mful. wark.
b

87 Summary .

* Memory management handles allocation and
deallocation of memory.

. Fa.ainﬂ ond segmentation are non - contiguous
ollocation techniques.

. Fn.ﬁt replacement  algorithms help in improving
memory utilization.

* Thrashing should be avoided for geod performance.



9. FILE MANAGEMENT

File mclnuﬂt-rnﬂl'ﬂ- is  the Pﬂ-‘"- °f 0S  that
deals with C‘h"ﬂﬂ-ﬂnﬁ 3 dtlt.ﬂna : n-rsnni:.:-nﬁ -
s.’nnri.ﬁa and. accessing '{“-.h::

i1

File Concept

A filt 15 o named collection o-f' related
infml:im stored on mﬂ si.nrug:,

TﬂF'u u-f Files
s Text Files = Contain characters
. ‘Er'mnrﬂ Files = Contain hln@rﬁ data
 Executoble Files - Reu.d.ﬁ ko execute
. S:js.tr.rn Files =  Used B-d 05
. Librm’b Files =  Collection of routines
9.2 File Abtributes
ﬁﬂtﬂ"hul:zl_ Description
MName Hurmor readable file name
Identifier Unique tag Crumber)
Type Text, binary, etec.
Location Pointer %o storage location
| Size Current size of {file
Protection Access control information
Time, date, user 1D Information obout creation,
| modification and last access

(e




Cammunfiltnpefnﬁuﬂlm:

R S

Create = To create a new {ile

Open = To open an existing file

Read = To wead dota {'rnm ﬁlt

Wirite = To write data inte {ile

Hwtnd. - Te add dota at the end l:rf ﬁlt
Close = To close an ol:m'uul ‘Fnl-r.

Delete = To remeve a file

9.4 File Access Methods

I. Sequential HAccess

Records are accessed n sequential order
-f'r'vn-m the bq'.ﬁ'mﬁin-a to the end.

L}

R3 =+« | Rn-l

Roe > Ri —=> Ra

2. Direct Access (Random Access)
Hﬂﬂ record con be oaccessed d’nrt.c.l:lu
it et rc.nd.'unﬂ Frtu'ml.l._". records.

m—:-m—»[_n;_=nal-.. Rn-1
1 1 E |
B —— S—
Direct occess is -Fnsttr thon u-:‘ur.nﬁn.l
access but needs more cmnfl.t.x hordware.

- —




.Dimtnq, is a special file that contains
| kwfmi%m about all -Fil.r.s

! Tﬂpcs t:f 'Dirt-:tnru Structure

l. Single Level Directory

‘Elimturﬂ

l

!

File 1

|

File 2

. 2. Two Level Directory

Master F‘ntttﬁructor:j

|

File n

Uurl.l

User 2

A hd dod

- 3. Tree Structured I}'nrt:.ior‘ﬁ

Root

HH H—{

File

le 2

[ File 3 |

e

le &4

File 5




9.6 Eile Protection
Protection s needed tntmirnlmm{nf\dﬁ-

* Read

+ lirite

¢+ Execute
s Delete

View {ile contents
Hndifu -F-lnt- contents
Execute the file
Remove the filr.

Metheds of Protection
* PAccess Control Makrix
e PAeccess Contrel List

. CaPohi-'ﬁlu List
Access Control Makrix E:mmFi: :

 User/Fle | Filet File 2 File 3
User 1 R W R -
User 2 R R W R
User 3 -~ R R W
User 4 R - R
R = Read W = Write — = No access

&




A -Fl.r. 555'c=m resides on ﬂﬁﬂl‘dﬂrﬁ 5tm'n.3:
and manages files eﬁin:ni.lﬂ,

File Sndth'.m Lcud,trf. :

le:r'limli-nn Prasrnrru. 1 User
Inttrfm
Lo-aiml File SHihm =)
e
Basic File 3ﬂi|-';tm Sn-Fl'we.
1/0 Control B
Devices i

. Tmﬂ:s of File S-ﬂsh:ms :
« FAT (File Allocation Table)

e ext4 (Linux File Sﬂsiam}
e« UF5 (Unix File Sﬁﬂtm )

&




a7

e File rrmuﬂmi allowws 05 to m‘am'lu and
manoge dota on = e devices.

o Files hove attributes ond con be oaccessed
usinﬁ :u‘.qumiin!. or direct methods.

. Eirr.c’zm‘ﬂ structures 'ntlF (! wﬁm'ur.]ﬂﬁ -ﬁhs
in o hierarchical manner.

+ File Frni.r.:iian is  essential fur data na:ur-i-d,

. E-Fﬁ:i:n’t. -F.l.r. su.i'cm imFl:m:ﬁi;u.tinn improves

overall Eﬁl‘tﬂﬂ‘l Per-fnrmnnu

(Good -Fl!. mma.amni ENnsSures
data S:curiiﬂ, easy access and

better :.udsh‘.:m P:-r-r armance.
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10. 1/0 MANAGEMENT

I1/0 mnoﬂu.mt 15 ftSPﬂt‘l.‘SlElt -Fnr !.ffi:.ignt
communication between the CPU, main memory
and I/0 devices.

0.1 I/0 Hordware

I/0 devices are connected to the system
H"ﬁrmﬂh I/0 controllers.

CPU  pe—>

Main
Hr,martl

10.2 1/0 Dpemﬂuns
I/O operations include :
. Rulu.ast 1/0 -

« Wait I/0

¢ Process L/O -
s Release I/O -

10.3 I/0 Methods

. Intarrupt - driven L/O
o  Direct Hf.mrﬂ Access (DMA)

Issue I/0 command

1/0

I/0
Devices
Disk
Prirter
Keyboard

Wait fnr device md.:l

Tmnsfe.r data
Free I/0 device

©)

1




10.4 1/0 Data Transfer Techniques

1. Programmed (Polling) I/0
s CPU checks the status uf I/0 device
rt.l:nm{e.-::llﬂ until it is rm.d.s
. SimFlt but wastes CPU time.
2. Ini:mupt-drim 1/0

o 1/0 device sends an inh:rm?t when it is
w:-d.:j.
« CPU can P-r_rfufrn other tasks meanwhile.
3. Direct T"lt.mr:l Access (DMA)
s Data is irnnifmti d.imtiﬂ between I/0 device
and memory.
» CPU is not involved in data tmn:sf:r.

10.5 DMA Trmsfcr

| Holds Transfer
- e e e — i pe————— 110
| Chu Controller g
! ITmnsfcr
Main
Humrﬂ

DMA improves s:._[ﬂ:rn cfficicncﬂ b:’_l f:d.w:inﬂ
CPU involvement in  data hﬂ.nsfer.

(56




11, SECONDARY STORAGE MAMNAGEMENT
&cwdnrﬂ 5£m-n.3r. provides ln'rﬂa non = volatile
sinrnﬂr. -Fm- the s.ﬂshm.

11.1  Characteristics
+  MNon -volatile
Lm'ﬂ.r. si.m.ﬁn .-.n.Fm:Et:u

Slower than Frirnn.r:l I'I"I-I!H\-EI'I‘H
Low ecost per bit

11.2 Senmd.nrﬂ Etﬂ-mﬁe Devices
. Huﬂn:tia Disks

o Solid Stote Drives (55D)

. CIPI:'.-_-.:-.I. Disks (CD, DVD)

. Haﬂn:.th: Tn.Fr.s
11.3 Disk Structure

> Track » Track = Circular path
on the disk surface.
» Sector — Smallest wunit
Cylinder of data.
o Cylinder = Set of tracks
at the same radius
GCrass ﬁ.ﬂ Plnﬂtri.

&



11.% Disk 5;h¢duﬁn3 Algerithms

Disk s:h:duﬁnﬂ decides the order in which disk
1/0 r:qutil'.s are serviced.

1. FCFS (First Come First Serve)
. Rﬂquu:ia ore served in the order 'El\-nﬂ arrive.
. Slrn;:la but may lead to ln.rsa seek  time.

2, SSTF (Shortest Seek Time First)
o Next r:q‘m:st with minimum seek time is
serviced.
» Better performance than FCFS.

3. SCAN (Elevator Algorithm)

e The disk orm moves in one direction and services

reqruu.ls.

e When it reaches the end, i reverses direction.

4, C-SCAN (Circular SCAN) |
¢ The arm moves in one direction nﬂiﬁ '
s After r:n.:.hina the end, it jumps to the

Eltﬂiﬁninﬂ without servicing requests.

—_— L




12. PROTECTION AND SECURITY

| Protection ensures that all sush.m FESOUrces are
used in o controlled and outhorized manner,

121 Gools |
e Ensure data 1n|:|=3r'-!,3 |
¢ Prevent unauthorized occess

¢ Ensure mra.il.a.h“il:ﬁ a{ réSources

12.2  Protection Mechanisms
*  Authentication - 'lh.rifﬂ the i:h.n'liiﬁ of users.
*  Authorization ~—  Allow occess to  allowed

resources.
o Pecess Control =  Restrict occess to resources.
. En:rﬂfﬂ:im = Protect data -frnm

unauthorized re.ndinﬁ-

S»u.uril::l Prah.;h the mds.t:m -Frm“ external

threats like wviruses, hockers, and attacks.

12.3 Sr..:u-it:, Threats ,
¢ Viruses + Denial of Service |
e lorms ¢ Unauthorized Access

. Tr-:Jnn Horses f

—_—



13. DISTRIBUTED OPERATING SYSTEMS

A distributed 05 manages o collection of independent |
ﬂ.drﬂpuhrs and makes them appear as o s'mﬂl.t.
535*.“1 to users.
13.1 Features
+ Resource E-h:u'in&
. Hiﬂh rtﬁnhilitﬁ
. EﬂnlnhiLilﬂ
o Load bn.'.mm:-iﬁa
12.2 T:'Fts
1. Client- Server E&sh‘.m
* Servers provide services and clients request them,

Client 1
Client 2

Client n

1. Peer-to-FPeer System
e Al nodes oct as both client and server,

Node | (&> Node 2

L]

Node 3 [&—> Node 4
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14, UNIX OPERATING SYSTEM
UNIX s a multiuser, ml’hhik-na and pertoble

ap:rnhnﬂ stfslm dt.velapid in the 1970s.

141 Feolures
e Multiuser - HmHmr:mnmkﬁmMmmdﬂ.
. Ha.-.l’t.il:nlkina - Hunu tosks run ot the some
bime.
. ‘F:-rlnhilil:ﬂ - Can run on d;ffmi hardware
Pl@ifurms-
. Euuﬁkﬁ - File permissions and owner wpt
* Hierarchical File Sssh.m =  Tree structured
d.imtwu.
1.2 UNIX Architecture
User 'Prosrm > User Level
Shell
Utilities
Sﬁshm Call Inhrfm
gl pe—> Kernel Level
Hordware

——— i i e



|
153 UNIX File %:hm__ﬂitur.m
UNIX wses & tree Llike dim:‘.hrﬁ structure

si:nrtinﬂ -Fforn the root d.irm:l:nrﬂ i i

|

/
e =
|
' userl userd userd

|
| [a] il [
1’

144 File Permissions
. Each -Fl: in UNIX has 3 seks of permissions :
* Quner (uw) « Group (g) * Others (o)
Permissions
r - Read w = llrite x — Execute
Example : r;..-::r :r :

L 5 o

UNIX Prwn-:lu si.rnrnﬂ Frnkuﬁnn and muri!‘.ﬁ

using -filf. permissiens.
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145 UNIX Commonds (Exomples)

Command Dtuﬁp':.im
b5 | List files ond dvectories |
oo _Chonge directory =~

pwd Print working directory
cp Copy files
v Move or rename files
_wm Remove  files |
cat Display file contents
ikelir Create o new divectory
rendir Remove on empty directory
4.6 Summory

* UNIX is a powerful and u.:i:lt:l:' used 05,

* It supports multivser and multitasking.

e It uses a hierarchical f'uln :.H:-{m.

¢ File permissions ensure security.

* UNIX commands moke system management
easy and eff‘meni
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15. LINUX OPERATING SYSTEM

Linux is an open  source free ond Unix Like
ul:-cmtinﬂ system developed hﬂ, Linus Torvalds
in 1991

15.1 Features

¢ Open Source - Source code is freely aowvailoble,
o Multivser and Hulhitnsk‘mﬂ

* Secure and Stable

* Supports rmultiple platforms

* Large community support

15.2 Linux Architecture

User Applicalions e,
Shell (Command Interpreter) Space
Systems Call Tnterfoce
Kernel Kernel
e Space




i f—— — _r_

' Lirux fn“ms o standard d.ir:d‘.arﬂ structure
. o8 shown below.

@mm&mmm}

ugerl i userd

Common Directories _
. /bin - Essential user command binaries !
- Sete - 535*.::-1 mﬁamﬁm files

[home = Home directories of wsers .
- Jvar - Varioble files Clogs, spool, cache) i

[ usr = User programs ond data

/ tmp = T:mpwm'ﬂ {-'i'.u

|




154 Basic Linux Commonds

Command Deseription
s | Lst d.s.m'horu contents
T cd | Change dicectory ==
__pwd | Priet cworking directory .
touch Create _on_empty file
L ep | Copy files ov direchevies &
P Move or rerome files
e Rtr-'-w-: f'l-u i
__cat | Diepley file conbints
i5.5 Swﬂmra

¢+ Linux is an open source operating systerm.

e It is seccure, stoble ond t..-aid.:ls used In servers.

¢ Linux supports rany distributions like Ubuntu,
Debiar, Federa, ete.

Linux is the beockbone crf raany 53:*.&-15
iﬂ:ludinﬂ servers, mobiles and embedded
devices .




| 16. NETWORKING BASICS IN LINUX

- Linux  provides powerful networking tools for configuring
. and troubleshooting  metworks.

i6.1 Imfarinnl Hvr.i.unrkinﬂ Commands

Command Description
ifeonfig /ip Display or configure netiork
nterfoces
ping Test connectivity to o host
netstat /ss ﬁithS network  conmections
and stakistics
hestname Show or set system hostname
route Display or modify routing table
traceroute Trace the poth to o host
16.2  Example
+ ping google.com —+ Test connection to Google
*+ ifeonfig = Show IP address ond interface detoils |

s netstat =tuln =+ Show open ports and lisl.'.minﬂ Services

Liruse ﬁ:l:mrkinﬁ tools htl.P n n'-nruu.ﬂmﬂ and.

rrmnil:ur'mﬂ network  connections e m:-l:ni:lﬂ.




13, PROCESS MANAGEMENT IN_LINUX
H:qunhmins’mnuafnpmﬂmninemmﬂm.

| 17.1 Process Commands

' Command Description

' top /htop Moniter processes in real-time
kill Terminate a process bﬂ PID
killall Terminate processes h\'l name
nice Start o process with rr'-ndified. priovity
renice G-w-ae prierity of & running process
g, fg | Send process to background/

foreground
. 132 Example

o kill 1234 = Terminate process with PID 1234

. l:op —  Real-time process r-'-m'l’mr:nﬂ




18. SHELL SCRIPTING BASICS
Shell s:ﬁfntinﬂ ollows outomaokion of tasks l.l.iinﬂ shell
commands.

18.1  Structure crf a Shell Seript

# ! /bin/bash —> Shebang ( Interpreter)
# This is o comment —> Comment

echo "Hello, World!” —* Command

VAR=10 — Variable

echo "Volue of VAR is $VAR" | —> Use of variable

# End af seript —> Comment

18.2 F.uﬂn'unﬁ a S:ripi
s  Sove the scriph with .sh extension

e GGive execute ?cnﬁiuim
chmod +x  script . sh
e Run the seript
. / seript . sh

Sl'ttu :H.'-'I':,Ph hc.lF " ﬂ-ul'.mtins rtF:’t‘ltivt
tasks and :rm:rm:.nﬂ I:fodv.w':.iuitﬂ.




19, PACKAGE MANAGEMENT

Package managers help in  installig, updoting and

umuinﬂ softmu.
19.1 Debian / Ubuntu {n.pt}

Cammand Ducn'ﬁ oy
o opt wpgrede | Upgrode installed_packages
sudo apt install <pkg> | Install a package
sudo apt remove <pkgl Remove o package
sudo apt search <pkg> Search for o package

19.2 Red Hot / Fedora (dnf/yum)

Command Description
cude dof_updote Uplote all packages
sude dnf install <pkg> Install o package
sudo :l.rrF e {pkﬁ} Remove o pn:knsr.
sudo l'nf search {Plr.s} Search for a Pw:kuﬂt

' Pmkng: managers make s-)fluou mua:mnt
easy and consistent.




20, USER AND GROUP MANAGEMENT

20.1 User N.nnaﬁ:m". Commands

Command Deseription
useradd <user Add o rew user
passwd user> Set password for user
usermod  {user Modify user account
userdel <user> Delete a wuser
id  Cuser> Display user information

20.2 Group Management Commands
Command Description
groupadd  Cgreup? MA & nes gieup
Sroupdal . Seraup? Delete o group

m-nﬁiﬂrﬂ*}{m} Hddmhﬂrwfr

ﬁrwq:u{uur} ﬂhmaﬂm-.psofmr




21. SUMMARY

¢ Linux is o powerful, open source operating system.

 File system in Linux follows a hierarchical structure.

+ Commands help in managing files, directories,
processes and  system.

o Shell scripting outomates tasks.

¢ Networking tools help in managing cennections.

* Package managers simplify software management.

¢+ User and group Mﬂurrunt ensures uc.urits.

Linux is not
just an 0s,
it's a Loy

of l;'n:.nkinﬂ I




